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[bookmark: _Hlk17285667]PURPOSE:
This Standard Operating Procedure (SOP) establishes a risk-based process for patch and vulnerability testing across Information Technology systems supporting GxP activities at the facility. Routine IT System Maintenance activities include, but are not limited to, application patching, equipment restart, issue resolution, and patching against security vulnerabilities. Implementing these processes mitigate threats to data integrity, product quality, and patient safety risks.
SCOPE: 
This scope applies to the North Carolina facility’s informational and operational technology systems supporting GxP activities. Activities covered in this SOP include the following:
Vulnerability Assessment
 Patch Identification and Prioritization
 Testing Protocols
 Approval Workflow
 Deployment Steps and Verification
This document does not address application upgrades or emergency containment activities that may proceed under expedited change control with retrospective documentation.
DEFINITIONS AND ABBREVIATIONS:
	Table 3-1: Definitions and Abbreviations
	Term/Abbreviation
	Description

	Common Vulnerability Scoring System (CVSS)
	A standard method for rating the severity of security vulnerabilities.

	Computerized System Category A
	Infrastructure software such as backup systems, anti-virus, operating systems, firewalls, active directory, and domain controllers.

	Computerized System Category B
	Standard commercial software that lacks configuration changes.

	Computerized System Category C
	Configured software using standard interfaces but tailored to meet business needs.

	Computerized System Category D
	Custom-developed software designed for a specific operation. This category requires the highest validation effort

	Electronic Records (ER)
	Any combination of text, graphics, data, audio, pictorial, or other information represented in digital form that is created, modified, maintained, archived, retrieved, or distributed by a computer system, per 21 CFR part 11.

	Electronic Signature (ES)
	An electronic compilation of any symbol or series of symbols executed, adopted, or authorized by an individual to be the legally binding equivalent of the individual’s handwritten signature.

	Good Automated Manufacturing Process (GAMP)
	A framework that guides the design, validation, and ongoing oversight of automation and computerized systems in regulated life-science environments, ensuring they operate reliably and consistently to safeguard patient safety, uphold product quality, and protect data integrity. 

	GxP
	A collective term used to depict any good practices guidelines including, but not limited to, Good Manufacturing Practice (GMP), Good Laboratory Practice (GLP), Good Distribution Practice (GDP), Good Clinical Practice (GCP), Good Quality Practice (GQP), Good Pharmacovigilance Practice (GVP), etc.

	Industrial Automation and Control Systems (IACS)
	A former term for operational technology systems used in industrial environments.

	Input/Output (I/O)
	The communication between a system and its external environment, including data entry and retrieval.

	Impact Assessment
	An evaluation of the potential impact of a proposed change on product quality, safety, and regulatory compliance.

	Operating System (OS)
	Software that supports a computer’s basic functions such as executing applications, controlling the input or output of information, and accessing storage devices.

	Patch
	A set of changes to a computer program or its supporting data designed to update, fix, or improve system performance. This can also include fixing security vulnerabilities.

	Risk Assessment
	A systematic process of organizing information to support a risk decision to be made within a risk management process. It consists of the identification of hazards and the analysis and evaluation of risks associated with exposure to those hazards.

	Validated State
	Documented evidence that a system consistently performs as intended through its lifecycle.



RESPONSIBILITIES:  
Information and Technology (IT) Team
 Maintains an accurate account of hardware and software assets.
 Executes technical activities and patch testing across information and operation technology environments.
 Conducts routine vulnerability scans and documents discovered weaknesses.
 Performs technical evaluation and preliminary patch testing in controlled, non-production environments.
 Prepares deployment packages, verifies checksums, and ensures secure use of distribution methods.
Implements patches during maintenance windows and coordinates system reboots or service restarts.
 Performs post-deployment verification steps.
Collaborates with or escalates issues to Quality Assurance, System Owners, and the Change Review board as needed to assess risk, impact, and patch applicability.
Quality Assurance
 Reviews and approves patch risk assessments and change impact assessments.
 Ensures patch and vulnerability testing activities comply with GxP expectations while maintaining system integrity.
Determines validation requirements for patches.
 Reviews testing evidence.
Approves change records, electronic signatures, and documentation associated with patch deployment.
Ensures all records meet data integrity principles.
Change Review Board
Reviews and approves changes while taking risk, system impact, and operational factors into consideration.
 Oversees the controlled implementation of patch changes and vulnerability remediation.
  Authorizes emergency changes to address security or operational threats.
 Coordinates with stakeholders to ensure changes happen with minimal disruption to business operation.
System Owner
Ensures that patches, vulnerability testing, and remediations support business continuity and system functionality.
Assigns GAMP categories, reviews vulnerabilities that have been identified, and confirms system criticality.
Validates deployment after patch deployment to ensure system functionality.
 Approves patch testing plans, implementation readiness, and maintenance schedules.
Collaborates with ICT and QA to assess patch impact.
Third Party Vendors or Service Providers
Provide timely security advisories, release notes, and patch documentation.
Deliver compatibility statements or validation support for regulated systems when applicable.
 Apply patches to environments the vendors manage according to contractual requirements.
 Provided notification of changes affecting security, performance, or validated state of supported systems.
PROCEDURE:
Vulnerability Assessment 
Vulnerability and Risk Documentation
Outputs of the Vulnerability Assessment inform the Change Impact Assessment, Patch Prioritization, and Testing Requirements.
Identified vulnerabilities and risk ratings must be:
Documented in a Vulnerability Register with the system name, asset owner, GAMP category, severity information, and discovery date.
Communicated to the System Owner and QA.
Associated with corresponding patch or mitigation activities within the Patch Register.
Maintained as part of the change documentation required for patch deployment.

Vulnerability Identification
ICT Team conducts vulnerability identification using any of the following methods:
Automated Vulnerability Scans
Manual review of vendor security advisories, threat intelligence reports, and industry alerts.
IACS vendor notifications, including patch bulletins and security advisories.
Incident intelligence, including recent exploitation trends and known critical vulnerabilities.
Risk Assessment
Each vulnerability undergoes a risk assessment to determine urgency and remediation expectations. The risk assessment includes consideration of the following rated Critical, High, Medium, or Low:
CVSS score
Vendor severity rating
Exploitability
System criticality
Potential impact
Exposure Factors
Network Segmentation
User Privileges
Pre-Existing Compensating Controls
Patch Management Lifecycle
Patch Identification
ICT reviews vendor notifications, scanning outputs, and security advisory information to identify newly released patches or vulnerabilities required during remediation.
ICT and System Owners assess whether patches apply to systems that support GxP processes at the North Carolina facility.
GAMP categories determine patch relevance, operating environment, architectural dependencies, and vendor recommendations.
Identified patches are documented within the Patch and Vulnerability Register, which details the patch type, source, system applicability, and required timelines.
 Change Impact Assessment 
Each patch must undergo an impact assessment aligned with KK-QD-######: IT Change Management (GxP-Related)
Prioritization
Risk-based methodology determines the patch priority. The following factors will influence the priority:
CVSS severity scoring
Business criticality of affected systems
Vendor urgency classification
Regulatory impact 
Exploit availability
Patches are assigned one of the following targets:
Critical. Deployment is targeted within 48 hours.
High. Deployment is targeted within 5 days.
Medium. Deployment is targeted within 15 business days.
Low. Deployment is targeted within the next maintenance window or quarterly update cycle.
Testing Protocols
Patches are installed in a controlled, non-production environment which simulates the configuration of production.
Testing protocol includes:
Verifying that the system starts-up appropriately and that the service maintains integrity.
Performing regression checks of GxP workflows and data paths.
Confirming the connectivity of interfaces: E.g., LIMS, network shares, databases, and automation layers.
Acquiring tests and qualification steps from vendors.
Adverse results, incompatibilities, and unexpected behaviors are logged and escalated to System Owners and Quality Assurance.
Testing outcomes are recorded according to KK-QD-######: IT Change Management (GxP-Related).
Approval Workflow
Prior to production deployment, patches must receive approvals per KK-QD-######: IT Change Management (GxP-Related).
Approvers include the System Owner, an ICT representative, Quality Assurance, and the Business Process Owner.
No patch is deployed to production without documented approval.
Deployment Steps
Deployment is executed in accordance with KK-QD-######: IT Change Management (GxP-Related).
Deployment tasks include the following:
Communicating to impacted users prior to deployment.
Creating backups, such as system snapshots, database backups, and configuration exports.
Implementing the patch according to the vendor’s instructions.
Rebooting systems when required.
Restoring services and verifying system availability.
Deviations that occur during deployment must be documented and escalated per deviation procedures.
Post-Deployment Verification
After patch deployment, the ICT verifies that systems are functioning as intended.
Deployment tasks include the following:
Executing predefined tests and functional checks.
Reviewing system logs and event monitors for anomalies in performance.
Validating the activity of interfaces and integrations.
Confirming that GxP data is intact.
Deviations that occur during deployment must be documented and escalated per deviation procedures.
Exceptions and Emergency Patches
Exceptions involve the decision to postpone, modify, or avoid required patching activities due to technical constraints, validated vendor direction, or business impacts. 
Exceptions must also include controls used to compensate and maintain the security and compliance of a system.
Exceptions must be documented with justification which includes compensating controls, and approval by QA, the System Owner, and the Change Advisory Board.
Emergency Changes may bypass standard scheduling but must follow KK-QD-######: IT Change Management (GxP-Related).
Preventative Maintenance
 Patches occur at a cadence determined into Table 5-1: Patch and Update Cadences.
Table 5-1: Patch and Update Cadences
Month	 Start Date/Time	End Date/time
February	1st Saturday at 19:00	1st Saturday at 20:00
May	1st Saturday at 19:00	1st Saturday at 20:00
August	1st Saturday at 19:00	1st Saturday at 20:00
November	1st Saturday at 19:00	1st Saturday at 20:00


Application Patch Update
Application patches are evaluated for impact vendor support requirements, and relevance by ICT and System Owners.
Application patches typically occur at a quarterly cadence.
System/Security Updates
System and Security patches are assessed for risk exposure, severity, and operational impact.
 Network Device Update
Network device patches are reviewed for urgency and relevancy.
System Reboot
Reboots that are required to complete the deployment of patches must be identified during planning and included in change requests.
To minimize business disruption, ICT coordinates reboot timing with System Owners.
Reboot success and service restoration must be verified as part of post-deployment checks.
Laboratory Device Windows OS patching
Laboratory devices using Windows OS follow a monthly patching cycle that is aligned with Microsoft’s release schedule or vendor instructions.
Patching activities consider validated state impact. 
System Owners and ICT collaborate to ensure that patches do not interfere with specialized instruments, software, hardware, or integrations.

ASSOCIATED FORMS AND TEMPLATES:
AB-QD-######: Vulnerability Register
AB-QD-######: Patch Register

REFERENCES:  
AB-QD-######: IT Change Management (GxP-Related)
AB-QD-044574: North America Change Control SOP

ATTACHMENTS: 
N/A

VERSION HISTORY:
List the most recent version history at the top of the table below.

	Version
	Date of Approval
	Description of Change

	1.0
	List document approval date or reference Vault Quality Documents (VQD) for approval date.
	

	Change Justification: 
Include Document Change Control (DCC) number.

Description of Change: 
Include brief description of changes made within the corresponding document version.
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